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Safety Warnings

@ Your RF30 is built for reliability and long service life. For your safety, be
sure to read and follow the following safety warnings.

Read thisinstallation guide thoroughly before attempting to set up your RF30.

Your RF30 is a complex electronic device. DO NOT open or attempt to repair it
yourself. Opening or removing the covers can expose you to high voltage and other
risks. In the case of malfunction, turn off the power immediately and have it repaired
at aqualified service center. Contact your vendor for details.

Connect the power cord to the correct supply voltage.

Carefully place connecting cables to avoid people from stepping or tripping on them.
DO NOT alow anything to rest on the power cord and DO NOT place the power cord
in an areawhere it can be stepped on.

DO NOT use the RF30 in environments with high humidity or high temperatures.

DO NOT use the same power source for the RF30 as other equipment.

DO NOT use your RF30 and any accessories outdoors.

If you wall mount your RF30, make sure that no electrical, water or gas pipes will be
damaged during installation.

DO NOT install or use your RF30 during a thunderstorm.

DO NOT expose your RF30 to dampness, dust, or corrosive liquids.

DO NOT use your RF30 near water.

Be sure to connect the cables to the correct ports.

DO NOT obstruct the ventilation slots on your RF30 or expose it to direct sunlight or
other heat sources. Excessive temperatures may damage your device.

DO NOT store anything on top of your RF30.

Only connect suitable accessories to your RF30.

Keep packaging out of the reach of children.

If disposing of the device, please follow your local regulations for the safe disposal of
electronic products to protect the environment.
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Chapter 1: Introduction

1.1 Overview

Congratulations on purchasing the RF30 Router from Cometlabs. Combining a router
with an Ethernet network switch, the RF30 is a state-of-the-art device that provides
everything you need to get your network connected to the Internet over your Cable or
DSL connection quickly and easily. The Quick Start Wizard and DHCP Server will
get first-time users up and running with minimal fuss and configuration, while
sophisticated Quality of Service (QoS) and Load Balancing features grant advanced
userstotal control over their network and Internet connection.

This manual illustrates the many features and functions of the RF30, and even takes
you through the various ways you can apply this versatile device to your home or
office. Take the time now to familiarize yourself with the RF30.

1.2 Product Highlights

1.2.1 Increased Bandwidth, Scalability and Resilience

With integrated Dual WAN ports, the RF30 combines two broadband lines such as
DSL or Cable into one Internet connection, providing optimal bandwidth sharing for
multiple PCs on your network, or alowing maximum reliability with network
redundancy. Load Balancing enables the RF30 to efficiently balance network traffic
across two connections, ideal for small-to-medium businesses that require increased
bandwidth, network scalability, and resilience for mission-critical network and
Internet applications. Auto failover can also be configured to ensure smooth,
continuous service should one connection fail, providing maximum business uptime
and productivity, plus uninterrupted service for you and your customers.

1.2.2 Virtual Private Network Support

The RF30 supports comprehensive IPSec VPN protocols for businesses to establish
private encrypted tunnels over the Internet to ensure data transmission security among
multiple sites, such as a branch office or dial-up connection. Up to 30 simultaneous
IPSec VPN connections are possible on the RF30, with performance of up to 30Mbps.
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1.2.3 Advanced Firewall Security

Aside from intelligent broadband sharing, the RF30 offers integrated firewall
protection with advanced features to secure your network from outside attacks.
Stateful Packet Inspection (SPI) determines if a data packet is permitted to enter the
private LAN. Denia of Service (DoS) prevents hackers from interrupting network
services via malicious attacks. In addition, the RF30 firewall can be configured to
alert you via email should your network come under fire, offering both tight network
security and peace of mind.

1.2.4 Intelligent Bandwidth Management

The RF30 utilizes Quality of Service (QoS) to give you full control over the priority
of both incoming and outgoing data, ensuring that critical data such as customer
information moves through your network, even while under a heavy load.
Transmission speeds can be throttled to make sure users are not saturating bandwidth
required for mission-critical data transfers. Priority types of upload data can aso be
changed, allowing the RF30 to automatically sort out actual speeds for unmatched
convenience.
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1.3 Package Contents

RF30 iBusiness Security Gateway SMB
Bracket x 2 (for rack-mounting)

Screw x 4 (for rack-mounting)

Getting Started CD-ROM

Quick Start Guide

AC-DC Power Adapter (12VDC, 1A)

1.3.1 Front Panel

Redundant WAN Firewall / Router

T LAN 1 WANT WAN2
Dual WAN

S e © o o 0o o o ollle o
G ® & 5 5 6 60 & (O (O LinkACT
1 2 3 4 5 6 i 8

Model : RF30 e7+8492410

Power

A solid light indicates a steady connection to a power source.

Status

A blinking light indicates the device is writing to flash memory.

LAN
1-8

Lit when connected to an Ethernet device.

10/100M :  Lit green when connected at 100M bps.
Not lit when connected at 10M bps.

Link/ACT: Lit when deviceis connected.
Blinking when data is transmitting/receiving.

WAN1

Lit when connected to an Ethernet device.

10/100M :  Lit green when connected at 100M bps.
Not lit when connected at 10M bps.

Link/ACT: Lit when deviceis connected.
Blinking when data is transmitting/receiving.

WAN2

Lit when connected to an Ethernet device.

10/100M :  Lit green when connected at 100M bps.
Not lit when connected at 10Mbps.

Link/ACT: Lit when deviceis connected.
Blinking when data is transmitting/receiving.

1.3.2 Rear Panel
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OO0 ©
i
i LIl Ll LLE

RESET WAN2  WANA1 8 7

To reset the device and restore factory default settings,

1 RESET after the device is fully booted, press and hold RESET
until the Status LED begins to blink.

5 WAN? WANZ2 10/100M Ethernet port (with auto crossover
support); connect xDSL/Cable modem here.

3 WANL WANZ1 10/100M Ethernet port (with auto crossover
support); connect xXDSL/Cable modem here.

LAN Connect a UTP Ethernet cable (Cat-5 or Cat-5€) to one

4 1—8 of the eight LAN ports when connecting a PC to the
network.

5 DC12v Connect DC Power Adapter here. (12VDC)

1.3.3 Rack Mounting

To rack mount the RF30, carefully secure the device to your rack on both sides using
the included brackets and screws. See the diagram below for a more detailed
explanation.
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1.3.4 Cabling

Most Ethernet networks currently use unshielded twisted pair (UTP) cabling. The
UTP cable contains eight conductors, arranged in four twisted pairs, and terminated
with an RM5 type connector.

One of the most common causes of networking problems is bad cabling. Make sure
that all connected devices are turned on. On the front panel of the RF30, verify that
the LAN link and WAN line LEDs are lit. If they are not, check to see that you are
using the proper cabling.
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Chapter 2: Router Applications

2.1 Overview

Y our RF30 Router is a versatile device that can be configured to not only protect your
network from malicious attackers, but also ensure optimal usage of available
bandwidth with Quality of Service (QoS) and both Inbound and Outbound Load
Balancing. Alternatively, the RF30 can also be set to redirect incoming and outgoing
network traffic with the Fail Over capability, ensuring minimal downtime and
increased reliability.

The following chapter describes how the RF30 can work for you.

2.2 Bandwidth Management with QoS

Quality of Service (QoS) gives you full control over which types of outgoing data
traffic should be given priority by the router. By doing so, the router can ensure that
latency-sensitive applications like voice, bandwidth-consuming data like gaming
packets, or even mission critical files efficiently move through the router even under a
heavy load. You can throttle the speed at which different types of outgoing data pass
through the router. In addition, you can simply change the priority of different types
of upload data and let the router sort out the actual speeds.

2.2.1 QoS Technology

QoS generally involves the prioritization of network traffic. QoS is comprised of three
major components: Classifier, Meter, and Scheduler. Each of these components has a
distinct role in ensuring that incoming and outgoing data is managed according to user
specifications.

The Classifier analyses incoming packets and marks each one according to configured
parameters. The Meter communicates the drop priority to the Scheduler and measures
the temporal priorities of the output stream against configured parameters. Finally, the
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Scheduler schedules each packet for transmission based on information from both the
Classifier and the Meter.

sl | Nnbound
————>  Outbound

2.2.2 QoS Policies for Different Applications

By setting different QoS policies according to the applications you are running, you
can use the RF30 to optimize the bandwidth that is being used on your network.
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Restricted PC

Asillustrated in the diagram above, applications such as Voiceover IP (VoIP) require
low network latencies to function properly. If bandwidth is being used by other
applications such as an FTP server, users using VolP will experience network lag
and/or service interruptions during use. To avoid this scenario, this network has
assigned VolP with a guaranteed bandwidth and higher priority to ensure smooth
communications. The FTP server, on the other hand, has been given a maximum
bandwidth cap to make sure that regular service to both VolP and normal Internet
applications is uninterrupted.
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2.2.3 Guaranteed / Maximum Bandwidth

Setting a Guaranteed Bandwidth ensures that a particular service receives a minimum
percentage of bandwidth. For example, you can configure the RF30 to reserve 10% of
the available bandwidth for a particular computer on the network to transfer files.

Alternatively you can set a Maximum Bandwidth to restrict a particular application to
a fixed percentage of the total throughput. Setting a Maximum Bandwidth of 20% for
afile sharing program will ensure that no more than 20% of the available bandwidth
will be used for file sharing.

Quality of Service

Add QoS Rule
Interface WAN 1 Inbound
Application FTP|
Packet Type [ —
Guaranteed
Maximum _
Priority 6 (Lowest) [~
DSCP Marking Disabled [~
Address Type GIP Address () MAC Address
Source |P Address Range From 192.168.100.1 _ To | 192.168.100.100
Destination |P Address Range From|0.0.0.0 ' To | 255.255.265.255
Source Port Range From 1 - To .55535
Destination Pert Range From |20 | To |21
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2.2.4 Policy Based Traffic Shaping

Policy Based Traffic Shaping allows you to apply specific traffic policies across a
range of IP addresses or ports. This is particularly useful for assigning different
policies for different PCs on the network. Policy based traffic shaping lets you better
manage your bandwidth, providing reliable Internet and network service to your
organization.

Quality of Service

Add QoS Rule
Interface WAN 1 Inbound
Application |FTP |
Packet Type (Tce &
Guaranteed 10 %
Maximum 20 %
Priarity 6 (Lowest) &
DSCP Marking | Disabled B
Address Type 1P Address () MAC Address
Source IP Address Range From 192.168.100.1 | To 192.168.100.100
Destination IP Address Range From 0.0.0.0 ' To |255.255 265.255
Source Port Range From 1 . To .65535
Destination Port Range From 20 To |21
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2.2.5 Priority Bandwidth Utilization

Assigning priority to a certain service allows the RF30 to give either a higher or lower
priority to traffic from this particular service. Assigning a higher priority to an
application ensures that it is processed ahead of applications with alower priority and
viceversa

Quality of Service

Add QoS Rule
Interface WAN 1 Inbound
Application EIR
Packet Type cP B
Guaranteed 10 %
Maxirmum
Prinrity 6 (Lowest) [
DSCP Marking 3 (Highest) B
Address Type 2 O MAC Address
Source IP Address Range ifN"m‘a'} 00.1 To | 192.168.100.100
Destination IP Address Range 5 To | 255 255 265 255
Source Port Range roms st To 65535
Destination Port Range From 20 | Tao 21.

2.2.6 Management by IP or MAC address

The RF30 can also be configured to apply traffic policies based on a particular IP or
MAC address. This allows you to quickly assign different traffic policies to a specific
computer on the network.

Quality of Service

Add Qo5 Rule
Interface WAN 1 Inbound
Application [Rnuteﬂ_[
Packet Type Any f
Guaranteed 1— o
Maximurm 100 |%
Priority 0 (Highest) v |

Address Type
Source MAC Address
Source Port Range

Destination Port Range

Apply
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2.2.7 DiffServ (DSCP Marking)

DiffServ (ak.a. DSCP Marking) alows you to classify traffic based on IP DSCP
values. These markings can be used to identify traffic within the network, and other
interfaces can match traffic based on the DSCP markings. DSCP markings are used to
decide how packets should be treated, and is a useful tool to give precedence to

varying types of data.

Quality of Service
Add QoS Rule

Interface

Application

Packet Type

Guaranteed

Maximum

Priarity

DSCP Marking

Address Type

Source [P Address Range

Destination IP Address Range

Source Port Range

Destination Port Range

WAN 1 Quthound

Any v

|3 (Normal) v

Disabled o
G Address

Best Effort

Premium |

Gold senice(L) | |

Gold senice(M) o
Gold senice(H) Tcr!
Silver semvice(l)
Silver semvice(M)
Silver semvice(H)
Bronze senvice(lL)
Bronze senice(l)
Bronze senice(H)
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2.3 Outbound Traffic

This section outlines some of the ways you can use the RF30 to manage outbound
traffic.

2.3.1 Outbound Fail Over

Configuring the RF30 for Outbound Fail Over allows you to ensure that outgoing
traffic is uninterrupted by having the RF30 default to WAN2 should WANL1 fail.

2301001001

1st Connection

192.168.2.2 ‘

2" connection

213.10.10.2

=

192.168.2.3

In the above example, PC 1 (IP_192.168.2.2) and PC 2 (IP_192.168.2.3) are
connected to the Internet via WANL1 (1P_230.100.100.1) on the RF30. Should WAN1
fail, Outbound Fail Over tells the RF30 to reroute outgoing traffic to WAN2
(IP_213.10.10.2). Configuring your RF30 for Outbound Fail Over provides a more
reliable connection for your outgoing traffic.

Please refer to appendix H for example settings.
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2.3.2 Outbound Load Balancing

Outbound Load Balancing allows the RF30 to intelligently manage outbound traffic
based on the amount of load of each WAN connection.

192.168.2.2 ‘
P— 2301001001
) . —
S ¢ mERE S ISP
192.168.2.3 213.10.10.2
]
—
=
[ S

In the above example, PC 1 (IP_192.168.2.2) and PC 2 (IP_192.168.2.3) are
connected to the Internet via WANL1 (1P_230.100.100.1) and WAN2 (IP_213.10.10.2)
on the RF30. Y ou can configure the RF30 to balance the load of each WAN port with
one of two mechanisms:

1. Session (by session/by traffic)
2. IP Hash (weight of link capability)

The IP Hash mechanism will ensure that the traffic from the same source IP address
and destination |P address will go through the same WAN port. This is useful for
some server applications that need to identify the source | P address of the client.

By balancing the load between WAN1 and WANZ2, your RF30 can ensure that
outbound traffic is efficiently handled by making sure that both ports are equally
sharing the load, preventing situations where one port is completely saturated by
outbound traffic.

Please refer to appendix H for example settings.

User Manual v5.0
23/203



2.4 Inbound Traffic

Learn how the RF30 can handle inbound traffic in the following section.

2.4.1 Inbound Fail Over

Configuring the RF30 for Inbound Fail Over alows you to ensure that incoming
traffic is uninterrupted by having the RF30 default to WAN2 should WANL1 fail.

192.168.2.2 —

FTP ftp.Cometlabs.dymdns
h‘r . m———— = —"
[ et e -

[OITEELH (X1 -
- -

ftp
fip. Cometlabs.
_‘—

e

1821 8.2.3
HITP t ]
Serve -J Before Fail Over Romote Acc ess from hiternet
1921 53.2 2 -
- fip.Conmetlabs.dyine
=t ——— &
—»

fip. Comet abs. dymdine_.
oI

After Fail Over

Romote Access rom termot

In the above example, an FTP Server (IP_192.168.2.2) and an HTTP Server
(IP_192.168.2.3) are connected to the Internet via WANL1 (ftp.Cometlabs.dyndns.org)
on the RF30. A remote computer is trying to access these servers via the Internet.
Under normal circumstances, the remote computer will gain access to the network via
WANL1. Should WAN1 fail, Inbound Fail Over tells the RF30 to reroute incoming
traffic to WAN2 by using the Dynamic DNS mechanism. Configuring your RF30 for
Inbound Fail Over provides a more reliable connection for your incoming traffic.

Please refer to appendix H for example settings.
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2.4.2 Inbound Load Balancing

Inbound Load Balancing allows the RF30 to intelligently manage inbound traffic
based on the amount of load of each WAN connection.

———
192.168.2.2 _ g

wareer.Comatlab=3 dyrdn
=s.0rg

wiwwi. Cometlabs2.dvnidn

r ————— — = Q
FETENTIE] (@~ } -j

wavw Cometlabs3.dynidn

T
oo Cometlabs? dyndn
s.0rg
*—

Remote Access from Internet

In the above example, an FTP server (IP_192.168.2.2) and an HTTP server
(IP_192.168.2.3) are  connected to the Internet via  WANL1
(www.Cometlabs2.dyndns.org) and WAN2 (www.Cometlabs3.dyndns.org) on the
RF30. Remote PCs are attempting to access the servers via the Internet. Using
Inbound Load Balancing, the RF30 can direct incoming requests to the correct WAN
port based on group assignment. For example, a sales force can be directed to
www.Cometlabs2.dyndns.org,  while the R&D group can  access
www.Cometlabs3.dyndns.org. By balancing the load between WAN1 and WAN2,
your RF30 can ensure that inbound traffic is efficiently handled with both ports
equally sharing the load, preventing situations where service is slow because one port
is completely saturated by inbound traffic.

Please refer to appendix H for example settings.
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2.5 DNS Inbound

Using DNS Inbound is a great way to intelligently direct network traffic.

DNS Inbound is a three step process. First, a DNS request is made to the router viaa
remote PC. The RF30, based on settings specified by the user, will direct the
requesting PC to the correct WAN port by replying the selected WAN [P address
through the built-in DNS server. The remote PC then accesses the network via the
specified WAN port. How the RF30 directs this traffic through the built-in DNS
server depends on whether it is configured for Fail Over or Load Balancing.

Learn how to make DNS Inbound on the RF30 work for you in the following section.
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2.5.1 DNS Inbound Fail Over

The RF30 can be configured to reply the WAN2 IP address for the DNS domain name
request should WANL1 fail.

Anthontative Domain Natrre Server

fo.rﬁaagmudmmmm
102 1682, 2002002001

QNE

'"“., 1st connection * rrydomain. corr
_— DNS

Sapver " connection 200,200,200, l

Buil-in NS
QME
T damain. cam
1 i DNS
BuiltinDNs % fonnecton q
Server 100.100.100.4 100,100.100.1

After Fail Over

Before Fail Over

Nyl

_= st connection
- A —— E: e

In the above example, an FTP Server (IP_192.168.2.2) and an HTTP Server
(IP_192.168.2.3) are connected to the Internet via WANL1 (IP_200.200.200.1) on the
RF30. A remote computer is trying to access these servers via the Internet, and makes
a DNS request. The DNS request (www.mydomain.com) will be sent through WAN1
(200.200.200.1) to the built-in DNS server. The DNS server will reply 200.200.200.1
because this is the only active WAN port. Should WANL1 fail, the RF30 will instead
reply with WANZ2's | P address (100.100.100.1), and the remote PC will gain access to
the network via WANZ2. By configuring the RF30 for DNS Inbound Fail Over,
incoming requests will enjoy increased reliability when accessing your network.

Please refer to appendix H for example settings.
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2.5.2 DNS Inbound Load Balancing

DNS Inbound Load Balancing alows the RF30 to intelligently manage inbound
traffic based on the amount of load of each WAN connection by assigning the IP
address with the lowest traffic load to incoming requests.

Authoritative Domain Name Server
NS Reauest

192.168.2.2 200.200.200.1

FTP DNS Repl

192.168.2.3 Built-in DNS
100.100.100.1 200.200.200.1

Heavy load on WAN

200.200.200.1

R

HTTP

i

[
\
\

192.168.2.

N

':NS Reauest

www.mydomain.com

=

100.100.100.1 100.100.100.1
Heavy load on WAN

Built-in DNS

In the above example, an FTP server (IP_192.168.2.2) and an HTTP server
(IP_192.168.2.3) are connected to the Internet via WAN1 (IP_200.200.200.1) and
WANZ2 (IP_100.100.100.1) on the RF30. Remote PCs are attempting to access the
servers via the Internet by making a DNS request, entering a URL
(www.mydomain.com). Using a load balancing algorithm, the RF30 can direct
incoming requests to either WAN port based on the amount of load each WAN port is
currently experiencing. If WAN2 is experiencing a heavy load, the RF30 responds to
incoming DNS requests with WANL1. By balancing the load between WAN1 and
WANZ2, your RF30 can ensure that inbound traffic is efficiently handled, making sure
that both ports are equally sharing the load and preventing situations where service is
slow because one port is completely saturated by inbound traffic.

Please refer to appendix H for example settings.
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A typical scenario of how traffic is directed with DNS Inbound Load Balancing is
illustrated below:

11 HTTP Reply 5 DNS Reply
>

<«
1 DNS Request

6 HTTP Request l
2
WAN 1 WAN 2
10 7
4
URL Host Map DNS Server
4 A
V 3
Bandwidth Monitor
9 8

v

HTTP Server

In the example above, the client is making a DNS request. The request is sent to the
DNS server of the RF30 through WAN2 (1). WAN2 will route this request to the
embedded DNS server of the RF30 (2). The RF30 will analyze the bandwidth of both
WAN1 and WANZ2 and decide which WAN [P to reply to the request (3). After the
decision is made, the RF30 will route the DNS reply to the user through WANZ2 (4).
The user will receive the DNS reply with the IP address of WAN1 (5). The browser
will initiate an HTTP request to the WANL1 IP address (6). The HTTP request will be
send to the RF30's URL Host Map (7). The Host Map will then redirect the HTTP
request to the HTTP server (8). The HTTP server will reply (9). The URL Host Map
will route the packet through WANL1 to the user (10). Finally, the client will receive
an HTTP reply packet (11).
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2.6 Virtual Private Networking

A Virtua Private Network (VPN) enables you to send data between two computers
across a shared or public network in a manner that emulates the properties of a point-
to-point private link. As such, it is perfect for connecting branch offices to
headquarters across the Internet in a secure fashion.

The following section discusses Virtual Private Networking with the RF30.

2.6.1 General VPN Setup

There are typically three different VPN scenarios. Thefirst is a Gateway to Gateway
setup, where two remote gateways communicate over the Internet via a secure tunnel.

100100.100.1 002002000
— % i E————P . & el =
192168, 2% . 182 168. 3%
l Secure Tunnel l

The next type of VPN setup is the Gateway to Multiple Gateway setup, where one
gateway (Headquarters) is communicating with multiple gateways (Branch Offices)
over the Internet. Aswith all VPNSs, datais kept secure with secure tunnels.

200.200.2001

A= . mwi.

' Secure Tunnel i 192 168.3 %

- 100.100.100.1
ET— & ﬂ‘iﬂl-‘_-l -' —h
192168 2 .

Secure Tunnel
201.201.201.1

- - -
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The final type of VPN setup isthe Client to Gateway. A good example of where this
can be applied is when a remote sales person accesses the corporate network over a
secure VPN tunnel.

1001001 00, mi D dyndns.arg
i
& cmms. = ™ b
1921682 x e
l Secure Tunnel i RE20 Client

VPN provide a flexible, cost-efficient, and reliable way for companies of al sizesto
stay connected. One of the most important steps in setting up a VPN is proper
planning. The following sections demonstrate the various ways of using the RF30 to
setup your VPN.
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2.6.2 VPN Planning - Fail Over

Configuring your VPN with Fail Over alows the RF30 to automatically default to
WANZ2 should WAN1 fail.

-RFSD. cometiabs.co 192168 3x
192 1682 X q 2002002001
— . wERE T h = .y, - EEE—
RF30 (} J RF 10

Before Faif Over

—) 1921683
192.168.2.x 200,200, 3001
ma Es - _GmE © EEEa—

e CTRE ° = . o i
RESUEOMEtaL .0
v RF 10

Q==
After Fail Over

Because the dynamic domain name RF30.cometlabs.com is configured for both
WAN1 and WANZ2, the active WAN port will announce the domain name through the
WAN IP address. The remote gateway will then be able to connect to the VPN
through the domain name.

In this Gateway to Gateway example, the RF30 is communicating to a remote
gateway using WANL1 through a secure VPN tunnel. Should WAN1 fail, outbound
traffic from the RF30 will automatically be redirected to WAN2. This process is
completely transparent to the remote gateway, as the RF30 will automatically update
the domain name (RF30.cometlabs.com) with the WAN2 | P address.
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Configuring a Gateway to Multiple Gateway setup with Fail Over is similar, as shown
below:

= T -
192168 2.x ‘ Hﬁﬂ.cometlabs.cco:) "
L SIEATT #
: m.": -
BF 3 O zwomzhosr RF 10 192168 4

- . ArEE - =
Before Fail Cver
{o0.100.100.1 RF 40 192 G823

R _

192.168.2.%
I T mEmE. -

RFSD.cometlahs.com RF 10
RF30 o A e EZABEAx

m

Configuring the RF30 for Fail Over provides added reliability to your VPN.

2.6.3 Concentrator

The VPN Concentrator provides an easy way for branch offices to connect to
headquarters through a VPN tunnel. All branch office traffic will be redirected to the
VPN tunnel to headquarters with the exception of LAN-side traffic. This way, al
branch offices can connect to each other through headquarters via the headquarters
firewall management. You can also configure the RF30 to function as a VPN
Concentrator:

Please refer to appendix H for example settings.
Local subnet: 152 46220

Laczal subret 0.0.0.0 Local mask: 255 255 25510
Local maszk: 0.0.0.0 Remote subnet: 000.0
Remote subnet: 152 163.3.0 Remote mask:0.000
Remote mask: 255,255 2550
200,200,200 .1
. 19zAEe83=
h = o T —
Q A orm - . j| ‘----‘ HF 10
192 A88.2.% &+ 00, A T

T -

e - -
RF30 % e =

Local zubnet: 0.0.0.0 s ST 1 S e —
Lo cal mask: 0.0.0.0 0 20 A w9218 4

Cal LS LRt
R marmaa, "

Remuaote subnet: 192 A2 40 Laczal suﬁ{é;u*l 5.1@.41:1
Remuaote mask: 255 255 255.0 Local mask:
205285 25510

Remote subnet: 0.000
Remote mask: 0000
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Chapter 3: Getting Started

3.1 Overview

The RF30 is designed to be a powerful and flexible network device that is also easy to
use. With an intuitive web-based configuration, the RF30 allows you to administer
your network viavirtualy any Java-enabled web browser and is fully compatible with
Linux, Mac OS, and Windows 98/Me/NT/2000/X P operating systems.

The following chapter takes you through the very first steps to configuring your
network for the RF30. Take a look and see how easy it is to get your network up and
running.

3.2 Before You Begin

! *% * o &' (

* * + % S+

! *+% &' (
&' ( *+9%
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3.3 Connecting Your Router

Connecting the RF30 is an easy three-step process:

1. Connect the RF30 to your LAN by connecting Ethernet cables from your
networked PCs to the LAN ports on the router. Connect the RF30 to your broadband
Internet connection viarouter’s WAN port.

LAN

S \ITH \El‘l

[N=1=4)

2. Plug the RF30 to an AC outlet with the included AC Power Adapter.

. L o] d o o e e I

RESET WAN2 WAN1 8

3. Ensure that the Power and WAN LEDs are solidly lit, and that on any LAN port
that has an Ethernet cable plugged in the LED is also solidly lit. The Status LED will
remain solid as the device boots. Once the boot sequence is complete, the LED will
shut off, indicating that the RF30 is ready.

If the router does not power on, please refer to Chapter 5: Troubleshooting for
possible solutions.
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3.4 Configuring PCs for TCP/IP Networking

Now that your RF30 is connected properly to your network, it’s time to configure
your networked PCs for TCP/IP networking.

In order for your networked PCs to communicate with your router, they must have the
following characteristics:

1. Have a properly installed and functioning Ethernet Network Interface Card (NIC).
2. Be connected to the RF30, either directly or through an external repeater hub via an
Ethernet cable.

3. Have TCP/IP installed and configured with an | P address.

The IP address for each PC may be a fixed |P address or one that is obtained from a
DHCP server. If using afixed |P address, it is important to remember that it must be
in the same subnet as the router. The default 1P address of the RF30 is 192.168.1.254
with a subnet mask of 255.255.255.0. Using the default configuration, networked PCs
must reside in the same subnet, and have an IP address in the range of 192.168.1.1 to
192.168.1.253. However, you'll find that the quickest and easiest way to configure the
IP addresses for your PCs is to obtain the IP addresses automatically by using the
router asa DHCP server.

If you are unable to access the web configuration interface, check to see if you have
any software-based firewalls installed on your PCs, as they can cause problems
accessing the 192.168.1.254 |1 P address of the RF30.

The following sections outline how to set up your PCs for TCP/IP networking. Refer
to the applicable section for your PC’ s operating system.
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3.4.1 Overview

Before you begin, make sure that the TCP/IP protocol and a functioning Ethernet
network adapter isinstalled on each of your PCs.

The following operating systems aready include the necessary software components
you need to install TCP/IP on your PCs:

- Windows 95/98/M e/NT/2000/X P
- Mac OS 7 and later

If you are using Windows 3.1, you must purchase a third-party TCP/IP application
package.

Any TCP/IP capable workstation can be used to communicate with or through the
RF30. To configure other types of workstations, please consult the manufacturer’s
documentation.
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3.4.2 Windows XP

3.4.2.1 Configuring

1. Select Start > Settings > Networ k Connections.

‘Windows Update

Programs

Documents.

Seatch
Help and Support

Run...

Log Off Benno Hong...

Windows XP Professional

Turn OFf Computer ...

2. In the Network Connections window, right-click Local

select Properties.

| -“9 Bk (5]

File Edit View Favorites  Tools

¥ | O search [ Foers | -

4y Printers and Faxes
B, Taskbar and Start Menu

Advanced

[ contral Fans|

Displays existing netwark connections on this computer and
helps you create new ones

Address & Network Connections

] 00/ ¢ =%
il O~ po 0P

Nekwork Tasks
Create anew
connection

% Setup ahome or small
office network

@ Disable this network
evice

&, Repair this connection
]} Rename this connection

€ Wiew status of this
connection

Change settings of this
connection

Other Places

B Control Panel

g My Network Places
My Documents.

i My Computer

Details

Local Area Connection
LAN or High-Spesd Internet

| LAN or High-Speed Internet

LJ

Disable
Status
Repalr

Bridge Connections

Create Shorteut
Dalete
Rename

230,518
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3. Select Internet Protocol (TCP/IP) and click Properties.

-+ Local Area Connection Properties

General | Authentication .-'-‘xdvanu:eu:-l |

Connect using:

88 NYIDIA nForce Hebworking Controller

Thiz connection uzes the following items:

[ g Client for Microzoft Mebworks
,Q File and Printer Sharing far Microzoft Netwarks
45 05 Packet Scheduler

Intermet Protocol [TCP/IR)

[ Inztall... ] rinzta Froperties ]

Dezcrphion

Tranzmizszion Control Protocal/Internet Protocal. The default
wide area nebwork, protocol that provides communication
across diverse interconnected netwarkes.

Show icon in notification area when connected

[ ok, J[ Cancel ]

4a. To have your PC obtain an IP address automatically, select the Obtain an IP

address automatically and Obtain DNS server address automatically radio
buttons.

Internet Protocol (TCP/IP) Properties

General | Alternate Eonfigurationl

You can get [P zettingz assigned autamatically if your network zupports
thiz capability. Othernwize, you need to azk pour nebwork, adminiztrator for
the appropriate |FP zettings.

&) Obtain an IP address automatically
(3 Uze the following IP address:

slault gateway I |

[ Ok, ] [ Cancel ]
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4b. To manually assign your PC a fixed IP address, select the Use the following IP
address radio button and enter your desired IP address, subnet mask, and default
gateway in the blanks provided. Remember that your PC must reside in the same
subnet mask as the router. To designate a DNS server, select the Use the following
DNS server and fill in the preferred DNS address.

Internet Protocol (TCP/IP) Properties

General |

“'ou can get [P settings azsigned autamatically i your netwark, supparts
thiz capahbility. Othernsize, you need to azk your network. administratar for
the appropriate I[P zettings.

(2 Obtain an IP address autamatically
#) Uze the fallowing IP address:

IP address: | 192 182, 1 . 100 |
Submet mask: | 255 . 255 .255. 0 |
Diefault gateway: | 192 .188. 1 . 254 |

(%) Use the following DMNS server addreszes:

Preferred DNS server: | 192 188 . 1 . 254 |

Alternate DMS zerver: | . . . |

[ ak ] [ Cancel ]

5. Click OK to finish the configuration.
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3.4.2.2 Verifying Settings
To verify your settings using a command prompt:

1. Click Start > Programs > Accessories > Command Prompt.

o
[ AE

-@ Accessibility
I Communications
I Entertainment

'ﬂ System Tools
‘ ) Address Book:

Caleulator

* v v -

mand Prompt

& Motepad

2
=~ |
W Paint
@( Set Program Access and Defaults ) Program Compatibility Wizard

- _ f;! Synchronize
h’-\.v‘ Windows Catalog & Tour Windaws %P
L'“ Winidows Update |3 Windows Explarer
1’& Windows Movie Maker
| (4 wardrad
5 I Camtasia Studio 2
y Documents I Codec Pack
i i) Games
I Realtek Sound Manager
) Search 3 'Ij Startup
4 Internet Explorer
| Help and Support ." MSH Explarer
@ Dutlook Express

Settings

Run...
¢ Remote Assistance
&) windows Media Player

Log Off Benno Hong....
3 Windows Messenger

Turn OFF Computer...

[T &-pant

Command Prompt

Microsoft Windows XP [Uersion 5.1.266881
(C» Copyright 1785-2001 Microsoft Corp.

C:“Documents and Settings“Benno HongXipconfig_
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If you are using the RF30' s default settings, your PC should have:

- An IP address between 192.168.1.1 and 192.168.1.253
- A subnet mask of 255.255.255.0

Command Prompt

Microsoft Windows XP [Uersion 5.1.266881
(C» Copyright 1785-2001 Microsoft Corp.

C:“Documents and Settings“Benno HongXipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

IP Address. . . . . . . - . . . 192 _168.1.188
Subnet Mask . . « -« « & & o« & . 255.2505.255.8
Default Gateway . . - . . . . . 192.168.1.254

C-“Documents and Settings“Benno HongX

To verify your settings using the Windows XP GUI:
1. Click Start > Settings > Networ k Connections.

el

‘ FECiste
Lo

E-plorcr

2

@( Set Program Access and Defaults

E£
.

\‘-—.}“".' Windows Catalog

% Windows Update

Programs

y Documents

Gv Contral Panel

) Search
Printers and Faxes
| Help and Support a Taskbar and Start Menu

Run...

“1 Log Off Benna Hong. ..

E’OI Turn OFf Computer...

=i
E
o
"y
w
-2
°©
2
a
o s
=K
w
E
)
-
L

'o'.’ start I Iiu" 9 - Paint ¢ 5 ammand PrompE
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2. Right click one of the network connections listed and select Status from the pop-up

. gL Cant

File Edit “iew Favorites Tools Advanced  Help

Q= - @ - F| P=aei 5o |-

Address | @Y Network Connections

A LANor H[gb—gnggd Internet
Network Tasks |

[E] create anew
connection

%9 Set up a home or small e
affice network _
W Disable this network Repair

device Bridge Connections
9‘ Repair this conmection e

=]} Rename this connection Create Shortcut

& View status of this i
conneckion = || Rename

Change settings of this

Properties
connection

Other Places

@ Control Panel
W My Network Places
(£) My Dacuments
i My Computer

Details

Local Area Connection
LAM or High-Speed Internet

- Paint 5 nrmand Prampt

3. Click the Support tab.

—+ Local Area Connection Stat

General | Suppart |

Connechon

Status: Connected
Diration: 2 days 011502
Speed: 100.0 Mbp=

Aty

Sent —— —  Receved
|

Packets: 1.538 J4E

. Properties | [ Dizahble ]

Cloze
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If you are using the RF30’' s default settings, your PC should:
- Have an | P address between 192.168.1.1 and 192.168.1.253
- Have a subnet mask of 255.255.255.0

-4 Local Area Connection Status

Gerneral [ Support |

Intermet Protocol [TCPAR)]

Address Tepe: Azzigned by DHCP
IP Address: 192168.1.100
Subriet M azk: 255 258525650
Default G atevay: 192.168.1.254

LCloze
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3.4.3 Windows 2000

3.4.3.1 Configuring

1. Select Start > Settings > Control Panel.

Windows Update

Programs L&

L [V @@

Ciocurnents L

Settings

\H] Metwark and Djal-up Connections
IE Prinkers.
i—ﬂ Taskbar & Start Menu, .,

Fun...

Shut Dawr, ..

Windows 2000 Advanced Server

2. In the Control Panel window, double-click Network and Dial-up Connections.

E3 Control Panel =X IE‘IIﬂ
File  Edit “ieww Favoribes Tools Help ﬁ
q=Eack - = - | @hsearch  LhFolders ¢34 | B O =< e | -

Address I@ Control Panel :I o

— = . | — =
e Accessibility  AddfRemove add/Remove  Adminiskrative  Aukomatic
Control Panel Options Hardware Programs Tools Updates
& i e T e Vol
Metwork and Dial-up Connections %q—l o [ Jf%
Connects ko other computers, i i 8
networks, and the Internet Dake) Time Display Faolder Options Fonks
wWindows Update _
= .-} o
Windows Z000 Support | l@ = .
s —_
Internet Kevboard Licensing Mouse
Opkions
a1 &
< & 4 =]
MYIDIA nView  Phone and  Power Oplions Printers Regional
Deskiop M... Modem ... Cpkions
3 Vo Rl 1
2 B O ¢ @
~
Scanners and Scheduled Soundta Sounds and Svmankec
Zameras Tasks Multimedia LivelUpdate
é =
ii:_:bnﬁed:s to nther computers, networks, and the Internet e
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3. In Network and Dial-up Connections, double-click Local Area Connection.

B4 Network and Dial-up Connections = |E‘|Iil

File:  Edit  Wiew Favorites Tools  Advanced  Help ﬁ

R Back + = - | Dsearch L4Folders # | = Or < | Ed-

Address |[E| Metwark and Dial-up Connections LI @GD

=1 bed. ™
o=
- Make Mew

Network and Dial-up  Cornection  [SeyEiy
Connections

Local Area Connection
Type: LAN Conneckion
Status: Enabled

3Com EtherLink ¥L 10/100 PCI For
Complete PC Managernent MIC
[FICI0SC-TH)

{3Com EtherLink ¥L 107100 PCI For Complete PC Management NIC (3C305C-Tx) |

4. In the Local Area Connection window, click Properties.

Local Area Connection Status i ﬂﬂ
General
— Connection
Status: Connected
Druration: 4 days 21:19:24
Speed: 100.0 Mbps
— Activity -
Sent —— 'I = Received
L4
Packets: 932,400 I 1,553,647
Disable |

Cloze |

User Manual v5.0
46/ 203



5. Select Internet Protocol (TCP/IP) and click Properties.

Local Area Connection Properties - E ed |

General | Sharing |

Connect uging:

I ACom EtherLink =L 10100 PCI Far Complete PC tManage

Components checked are uzed by this connection:

' File and Printer Sharing for Microzoft Nebworlks ;I
W Metwork, Moritor Driver
E |nternet Pratocal [TCPARP)

4| | v

Install... Uninztall | Froperties |

— Dezcription

Tranzmizzion Control Protocoldlnternet Protocal. The default
wide area network, protocol that provides communication
acrogz diverse interconnected netwarks.

¥ Show icon in tagkbar when connected

k. Cancel

6a. To have your PC obtain an IP address automatically, select the Obtain an IP

address automatically and Obtain DNS server address automatically radio
buttons.

Internet Protocol {TCP/IP) Properkies : e x|

General I

T'ou can get [P settings azsigned automatically i your nebwork, supporks
thiz capabilitp. Othenwize, you need to ask your nebwork. administrator for
the appropriate |IFP settings.

= Obtain an IP address automatically
—{" Usze the following IP address:
1P address: I

Subrnet mask: I

Default gateway: I

" iOhtain DMNS server address automaticalle

—{" Use the following DMS server addresses:
Ereterred DHS senver: I

fAlternate DS zervern I

Advanced. .. I
Ok I Cancel I
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6b. To manually assign your PC a fixed |P address, select the Use the following 1P
address radio button and enter your desired IP address, subnet mask, and default
gateway in the blanks provided. Remember that your PC must reside in the same
subnet mask as the router. To designate a DNS server, select the Use the following
DNS server and fill in the preferred DNS address.

Internet Protocol {TCP/IP) Properkties ?I X|

General I

T'ou can get IP zettingzs assigned automatically if yvour network, supports
thiz capability. Othenwize, pou need ta azk your nebwark. adminiztrator for
the appropriate IP settings.

" Obtain an IP address autoratically

—i* i ze the following IP address:

1P addres=: l 192 168 . 1 100
Subret mask: l 285 266 256 . 0
Default gateway: l 192 1682 . 1 . 254

£ Obtain DHS zerver address automaticalls
—i* sge the following DMNS zerser addr
Breferred DMS server: I 192 1682 . 1 . 254

Alternate DMS server: I

Adwvanced... I
ak. I Cancel I

7. Click OK to finish the configuration.
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3.4.3.2 Verifying Settings

1. Click Start > Programs > Accessories > Command Prompt.

Accessibility

4]
H

Communicakions

Entertainment

Games

Microsoft Script Debugger

L“‘1‘
H gt igk igH I8k
¥ ¥ T¥TYTyerw

Sysktermn Tools
Address Book
Calculator

wmand Prompk

Imaging

hotepad
Paink

Synchronize
wWindows Explorer
wordPad

% SWwindows Lpdate

Frograms
@ Administrative Tools
Documnents P & Intermet Explorer
i_";.i Dutlook Express
f

Setkings »
== RaidenFTPD L

Search > e
Help

Fun...

Shut Down...

™} Windows2000 Advanced Server
Y

2. In the Command Prompt window, typei pconf i g and then press ENTER.

Command Prompt

Microsoft Windows 2088 [Version 5.88.21951]
(C> Copyright 1985-2008 Microsoft Corp.

C:~Documents and Settings“dministrator>ipconfig

If you are using the RF30' s default settings, your PC should have:
- An | P address between 192.168.1.1 and 192.168.1.253
- A subnet mask of 255.255.255.0

ommand Prompt

Microsoft Windows 2808 [Uerzion 5.88.21251
(G» Copyright 1985-2008 Microsoft Corp.

C:Documents and Settings“dministrator>ipconfig

Windows 2888 IP Configuration

Ethernet adapter Local fArea Connection:

Connection—specific DMS Suffix

IP Address. . . . . . . 192.168.1.188
Subnet Mask . . . . . 255.255.255.8
Default Gateway . . . 192.168.1.254

GC:*Documents and Settings“Administrator>
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3.4.4 Windows 98/ Me

3.4.4.1 Installing Components

To prepare Windows 98/Me PCs for TCP/IP networking, you may need to manually
install TCP/IP on each PC. To do this, follow the steps below. Be sure to have your
Windows CD handy, as you may need to insert it during the installation process.

1. On the Windows taskbar, select Start > Settings > Control Panel.

&
L]
(EY)
G|

15

P Tackbar & Start Manu..

' Dptions...

Aclive Deskiop

% “windows Update...

B BR a5

2. Double-click the Network icon. The Network window displays a list of installed

components.

| Eie Edt View Go Faveites Hel

e A e e
Beck Frard Up Cut Copu Paste Undo Delste  Properties | Wiews
Address [50 Control Panel =l
| . £ [ =
; £l = Ly 5l Al B 4 &
Add Mew AddéRemove  Date/Time Desktop Display Faonts Game
Hardware Programs Themes Controllers
Control Panel
35 o E
) & = D 8 <3
gs;:’qi'guljres nebwork Bardwars Intemmet Keyboard Modems Mouse Multimedia NWID 1A niview
bl Dptins Deskiop Ma...
F N 14 =2 @ =
Microsoft Home
Technical Support ODEC Data Passwords Power Printers Regional Sound Effect Sounds
Sources [32bit) M anagement Seftings Manager
2 % &
System Telephory Users
|Eanfigures netwark hardware-and software. | =1 My Computer
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Client for Microzoft Metworks
Microzaft Family Logan
B ADSL Company ADSL 1USE Madem
{E19 A5 1S T ek /Broadcom 440x 104100 Integrated Controller
S8 DialUp Adapter

Y ou must have the following installed:

- An Ethernet adapter
- TCP/IP protocol
- Client for Microsoft Networks
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If you need to install a new Ethernet adapter, follow these steps:

a. Click Add.

Hetwork 2B

Canfiguration l | dentification I Access Control I

The following network components are installed:

H Clicrt for Microsoft Mebwarks ;|

=i Dial-Up Adapter -
| o

<

Add. I Hemore I Eraperties I

Primary MHetwark Logor:
IMichsoft Family Logon ;l

File and Print Sharing... |

— Description

ok | Cancel |

b. Select Adapter, then Add.

Select Hetwork Component Type

Click the type of network: compeanent pou want to install:.

Add...

A netwark, adapter i= & hardware device that phyzically

connects pour computer toa nebwork.

Cancel |

HE|

c. Select the manufacturer and model of your Ethernet adapter, then click OK.

Select Network adapters

Click the Metwork adapher that matches your bardware, and ther click O If
you have an installation disk, far this device_, click Have Dizk.

Metwork, Adapters:

Inflared COM part 0 d

3Com
_r'l_J

Accton
B8 A daptec

Have Dizk... |
ok | Cancel |
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If you need TCP/IP:
a. Click Add.

b. Select Protocol, then click Add.

c. Select Microsoft. TCP/IP, then OK.

User Manual v5.0
53/203



If you need Client for Microsoft Networks:
a. Click Add.

b. Select Client, then click Add.

c. Select Microsoft.  Client for Microsoft Networks, and then click OK .

3. Restart your PC to apply your changes.

User Manual v5.0
541203



3.4.4.2 Configuring
1. Select Start > Settings > Control Panel.

2. In the Control Panel, double-click Networ k and choose the Configuration tab.
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3. Select TCP / IP > ASUST ek or the name of any Network Interface Card (NIC) in
your PC and click Properties.
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4. Select the P Address tab and click the Obtain an | P address automatically radio
button.

5. Select the DNS Configuration tab and select the Disable DNS radio button.
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6. Click OK to apply the configuration.
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3.4.4.3 Verifying Settings

To check the TCP/IP configuration, use the winipcfg.exe utility:

1. Select Start > Run.

2. Typew ni pcf g, and then click OK.

3. From the drop-down box, select your Ethernet adapter.
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The window is updated to show your settings. Using the default RF30 settings, your
PC should have:

- An | P address between 192.168.1.1 and 192.168.1.253
- A subnet mask of 255.255.255.0
- A default gateway of 192.168.1.254
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3.5 Factory Default Settings

Before configuring your RF30, you need to know the following default settings:

Web Interface:
Username: admin
Password: admin

LAN Device | P Settings:
IP Address: 192.168.1.254
Subnet Mask: 255.255.255.0

| SP setting in WAN site:
Obtain an IP Address automatically (DHCP Client)

DHCP server:

DHCP server is enabled.

Start P Address: 192.168.1.100
End IP Address: 192.168.1.199

3.5.1 User Name and Password

The default user name and password are "admin” and "admin" respectively. If you
ever forget your user name and/or password, you can restore your RF30 to its factory
settings by holding the Reset button on the back of your router until the Status LED
begins to blink. Please note that doing this will also erase any previous router settings
that you have made. The Status LED will remain solid as the device boots. Once the
boot sequence is complete, the LED will shut off, indicating that the RF30 is ready.
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3.5.2 LAN and WAN Port Addresses

The default values for LAN and WAN ports are shown below:

[Lanpot [wanprt |

IP address 192.168.1.254 The DHCP Client is enabled to
Subnet Mask | 255.255.255.0 automatically get the WAN port

configuration from the I SP.
DHCP server Enabled

function
| P addressesfor | 100 IP addresses
distribution to | continuing from

PCs 192.168.1.100 through
192.168.1.199

User Manual v5.0
62 /203



3.6 Information From Your ISP

3.6.1 Protocols

Before configuring this device, you have to check with your ISP (Internet Service
Provider) to find out what kind of service is provided such as DHCP, Static IP,
PPPOE, or PPTP. The following table outlines each of these protocols:

Configure this WAN interface to use DHCP client protocol to get

DHCP an |IP address from your ISP automatically. Your ISP provides an
I P address to the router dynamically when logging in.

Static |P Configure this WAN interface with a specific IP address. This IP
address should be provided by your 1SP.
PPPOE (PPP over Ethernet) is known as a dia-up DSL or cable

PPPOE service. It is designed to integrate the broadband services into the
current widely deployed, easy-to-use, and low-cost dial-up-access
networking infrastructure.

PPTP If your ISP provides a PPTP connection, you can use the PPTP
protocol to establish a connection to your 1SP.

Big Pond The Big Pond login for Telstracablein Australia.

If your account uses PPP over Ethernet (PPPoE), you will need to enter your login
name and password when configuring your RF30. After the network and firewall are
configured, the RF30 will login automatically, and you will no longer need to run the
login program from your PC.
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3.6.2 Configuration Information

If your ISP does not dynamically assign configuration information but instead uses
fixed configurations, you will need the following basic information from your |1 SP:

- An IP address and subnet mask

- A gateway |P address

- One or more domain name server (DNS) 1P addresses

Depending on your ISP, a host name and domain suffix may also be provided. If any
of these items are dynamically supplied by the ISP, your RF30 will automatically
acquire them.

If an ISP technician configured your computer or if you configured it using
instructions provided by your ISP, you need to copy the configuration information
from your PC's Network TCP/IP Properties window before reconfiguring your
computer for use with the RF30. The following sections describe how you can obtain
thisinformation.

3.6.2.1 Windows
This section uses illustrations from Windows XP. However, other versions of
Windows will follow a similar procedure. Have your Windows CD handy, as it may

be required during the configuration process.

1. Select Start > Settings > Control Panel.
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2. Double-click the Network icon.

3. In the Network Connections window, right-click Local Area Connection and
select Properties.
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4. Select Internet Protocol (TCP/IP) and click Properties.

5. If an | P address, subnet mask and a Default gateway are shown, write down the
information. If no address is present, your account’s IP address is dynamically
assigned. Click the Obtain an | P address automatically radio button.
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6. If any DNS server addresses are shown, write them down. Click the Obtain DNS
server address automatically radio button.

7. Click OK to save your changes.

User Manual v5.0
67/203



3.7 Web Configuration Interface

The RF30 includes a Web Configuration Interface for easy administration via
virtually any browser on your network. To access this interface, open your web
browser, enter the IP address of your router, which by default is 192.168.1.254, and
click Go. A user name and password window prompt will appear. Enter your user
name and password (the default user name and password are "admin” and "admin") to
access the Web Configuration Interface.

If the Web Configuration Interface appears, congratulations! You are now ready to
configure your RF30. If you are having trouble accessing the interface, please refer to
Chapter 5: Troubleshooting for possible resolutions.
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Chapter 4: Router Configuration

4.1 Overview

The Web Configuration Interface makes it easy for you to manage your network via
any PC connected to it. On the Web Configuration homepage, you will see the
navigation pane located on the left hand side. From it, you will be able to select
various options used to configure your router.

1. Click Apply if you would like to apply the settings on the current screen to the
device. The settings will be effective immediately, however the configuration is not
saved yet and the settings will be erased if you power off or restart the device.

2. Click SAVE CONFI G to save the current settings permanently to the device.

3. Click RESTART to restart the device. There are two options to restart the device. -
Select Current Settings if would like to restart using the current configuration.
- Select Factory Default Settingsif you would like to restart using the factory default
configuration.
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4. To exit the router’s web interface, click LOGOUT. Please ensure that you have
saved your configuration settings before you logout. Be aware that the router is
restricted to only one PC accessing the web configuration interface at a time. Once a
PC has logged into the web interface, other PCs cannot gain access until the current
PC has logged out. If the previous PC forgets to logout, the second PC can access the
page after a user-defined period (5 minutes by default).

The following sections will show you how to configure your router using the Web
Configuration Interface.

4.2 Status

The Status menu displays the various options that have been selected and a number of
statistics about your RF30. In this menu, you will find the following sections:

- ARP Table

- Routing Table

- DHCP Table

- |PSec Status

- Traffic Statistics
- System Log
IPSec Log
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4.2.1 ARP Table

The Address Resolution Protocol (ARP) Table shows the mapping of Internet (IP)
addresses to Ethernet (MAC) addresses. This is a quick way to determine the MAC
address of your PC’'s network interface to use with the router’s Firewall — MAC
Address Filter function. See the Firewall section of this chapter for more information
on this feature.

IP Address: A list of 1P addresses of devices on your LAN.

MAC Address. The Media Access Control (MAC) addresses for each device on your
LAN.

Interface: The interface name (on the router) that this | P address connects to.

Static: Static status of the ARP table entry.

NO indicates dynamically-generated ARP table entries.

Y ESindicates static ARP table entries added by the user.
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4.2.2 Routing Table

The Routing Table displays the current path for transmitted packets. Both static and
dynamic routes are displayed.

Destination: The | P address of the destination network.
Netmask: The destination netmask address.
Gateway/Interface: The IP address of the gateway or existing interface that this route

will use.
Cost: The number of hops counted as the cost of the route.

4.2.3 DHCP Table

The DHCP Table displays a list of IP addresses that have been assigned to PCs on
your network via Dynamic Host Configuration Protocol (DHCP).

IP Address: A list of 1P addresses of devices on your LAN.
Device Name: The host name (computer name) of the client.
MAC Address: The MAC address of client.

User Manual v5.0
721203



4.2 4 |PSec Status

The 1PSec Status window displays the status of the IPSec Tunnels that are currently
configured on your RF30.
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4.2.6 Traffic Statistics

The Traffic Statistics window displays both sent and received sent data (in Bytes/sec)
over a one hour duration. The line in red represents WAN1, while the line in blue
represents WANZ2.

WANZ1: Transmitted (Tx) and Received (Rx) bytes and packets for WANL.
WANZ2: Transmitted (Tx) and Received (Rx) bytes and packets for WAN2.
Display: Allows you to change the units of measurement for the traffic graph.

4.2.7 System Log
Thiswindow displays the RF30’'s System Log entries. Mgjor events are logged on this
window.

User Manual v5.0
741203



Refresh: Refresh the System Log.

Clear Log: Clear the System L og.

Send Log: Send the System Log to your email account. Y ou can set the email address
in Configuration > System > Email Alert. See the Email Alert section for more

details.

4.2.8 IPSec Log
This page displays the router’s IPSec Log entries. Mgjor events are logged to this

window.

Refresh: Refresh the IPSec Log.

Clear Log: Clear the IPSec Log.

Send Log: Send IPSec Log to your email account. You can set the email addressin
Configuration > System > Email Alert. See the Email Alert section for more

details.

Please refer to Appendix F: 1PSec Log Events for more information on log events.
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4.3 Quick Start

The Quick Start menu allows you to quickly configure your network for Internet
access using the most basic settings.

Connection Method: Select your router’s connection to the Internet. Selections
include Obtain an |P Address Automatically, Static | P Settings, PPPOE Settings,
PPTP Settings, and Big Pond Settings.

4.3.1 DCHP

The following isinformation regarding your ISP that you will need to enter in order to
properly configure your Internet connection. If you select to Obtain an IP Address
Automatically, these will be automatically set for you, provided that your ISP
dynamically assigns an IP address.

User Manual v5.0
76 /203



4.3.2 Static IP

IP assigned by your | SP: Enter the assigned | P address from your |P.
IP Subnet Mask: Enter your |P subnet mask.

| SP Gateway Address. Enter your ISP gateway address.

Primary DNS: Enter your primary DNS.

Secondary DNS: Enter your secondary DNS.

Click Apply to save your changes. To reset to defaults, click Reset.

User Manual v5.0
771203



4.3.3 PPPoE

Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

Connection: Select whether the connection should Always Connect or Trigger on
Demand. If you want the router to establish a PPPOE session when starting up and to
automatically re-establish the PPPOE session when disconnected by the ISP, select
Always Connect. If you want to establish a PPPOE session only when there is a
packet requesting access to the Internet (i.e. when a program on your computer
attempts to access the Internet), select Trigger on Demand.

Idle Time: Auto-disconnect the router when there is no activity on the line for a
predetermined period of time. Select the idle time from the drop down menu. Active if
Trigger on Demand is selected.

Click Apply to save your changes. To reset to defaults, click Reset.
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4.3.4 PPTP

Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

PPTP Client IP: Enter the PPTP Client | P provided by your ISP.

PPTP Client IP Netmask: Enter the PPTP Client IP Netmask provided by your I SP.
PPTP Client IP Gateway: Enter the PPTP Client IP Gateway provided by your I SP.
PPTP Server |P: Enter the PPTP Server IP provided by your | SP.

Connection: Select whether the connection should Always Connect or Trigger on
Demand. If you want the router to establish a PPTP session when starting up and to
automatically re-establish the PPTP session when disconnected by the ISP, select
Always Connect. If you want to establish a PPTP session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to
access the Internet), select Trigger on Demand.

Idle Time: Auto-disconnect the router when there is no activity on the line for a
predetermined period of time. Select the idle time from the drop down menu. Active if
Trigger on Demand is selected.

Click Apply to save your changes. To reset to defaults, click Reset.
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4.3.5 Big Pond

Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

Login Server: Enter the IP of the Login server provided by your | SP.

Click Apply to save your changes. To reset to defaults, click Reset.

For detailed instructions on configuring WAN settings, please refer to the WAN
section of this chapter.
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4.4 Configuration

The Configuration menu allows you to set many of the operating parameters of the
RF30. In this menu, you will find the following sections:

- LAN

- WAN

- Dua WAN

- System

- Firewall

- |PSec

- QoS

- Virtual Server
- Advanced

These items are described below in the following sections.
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4.4.1 LAN

There are two items within this section: Ethernet and DHCP Server.

4.4.1.1 Ethernet

IP Address: Enter the internal LAN IP address for the RF30 (192.168.1.254 by
default).

Subnet Mask: Enter the subnet mask (255.255.255.0 by default).

RIP: RIP v2 Broadcast and RIP v2 Multicast. Check to enable RIP.
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4.4.1.2 DHCP Server

In this menu, you can disable or enable the Dynamic Host Configuration Protocol
(DHCP) server. The DHCP protocol allows your RF30 to dynamically assign IP
addresses to PCs on your network if they are configured to automatically obtain IP
addresses.

To disable the router’s DHCP Server, select the Disable radio button, and then click
Apply. When the DHCP Server is disabled, you will need to manually assign a fixed
IP address to each PC on your network, and set the default gateway for each PC to the
I P address of the router (192.168.1.254 by default).

To configure the router’s DHCP Server, select the Enable radio button, and then
configure parameters of the DHCP Server including the IP Pool (starting IP address
and ending IP address to be allocated to the PCs on your network), DNS Server,
WINS Server, and Domain Name. These details are sent to each DHCP client when
they request an IP address from the DHCP server. Click Apply to enable this
function.
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Fixed Host allows specific computer/network clients to have areserved IP address.

IP Address. Enter the IP address that you want to reserve for the above MAC address.
MAC Address: Enter the MAC address of the PC or server you wish to be assigned a
reserved IP.

Click the Apply button to add the configuration into the Host Table. Press the Delete
button to delete a configuration from the Host Table.
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4.4.2 WAN
WAN refers to your Wide Area Network connection. In most cases, this means your

router’s connection to the Internet through your ISP. The RF30 features Dual WAN
capability.

The WAN menu contains two items: | SP Settings and Bandwidth Settings.

4.4.2.1 ISP Settings

This WAN Service Table displays the different WAN connections that are configured
on the RF30.
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To edit any of these connections, click Edit. Y ou will be taken to the following menu.

Connection Method: Select how your router will connect to the Internet. Selections
include Obtain an IP Address Automatically, Static | P Settings, PPPOE Settings,
PPTP Settings, and Big Pond Settings. For each WAN port, the factory default is
DHCP. If your ISP does not use DHCP, select the correct connection method and
configure the connection accordingly. Configurable items will vary depending on the
connection method selected.
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4.4.2.1.1 DHCP

Host Name: Some | SPs authenticate logins using this field.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the
checkbox and enter your MAC address in the blanks below.

DNS: If your ISP requires you to manually setup DNS settings, check the checkbox
and enter your primary and secondary DNS.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To
disable RIP, select Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.

Click Apply to save your changes. To reset to defaults, click Reset.
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4.4.2.1.2 Static IP

IP assigned by your | SP: Enter the static | P assigned by your ISP.

IP Subnet Mask: Enter the | P subnet mask provided by your ISP.

ISP Gateway Address: Enter the | SP gateway address provided by your ISP.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the
checkbox and enter your MAC address in the blanks below.

Primary DNS: Enter the primary DNS provided by your 1SP.

Secondary DNS: Enter the secondary DNS provided by your 1SP.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To
disable RIP, select Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.

Click Apply to save your changes. To reset to defaults, click Reset.
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4.4.2.1.3 PPPoE

Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

Connection: Select whether the connection should Always Connect or Trigger on
Demand. If you want the router to establish a PPPOE session when starting up and to
automatically re-establish the PPPOE session when disconnected by the ISP, select
Always Connect. If you want to establish a PPPOE session only when there is a
packet requesting access to the Internet (i.e. when a program on your computer
attempts to access the Internet), select Trigger on Demand.

Idle Time: Auto-disconnect the router when there is no activity on the line for a
predetermined period of time. Select the idle time from the drop down menu. Active if
Trigger on Demand is selected.

IP Assigned by your ISP: If your IP is dynamically assigned by your ISP, select the
Dynamic radio button. If your IP assigns a static |P address, select the Static radio
button, and input your | P address in the blank provided.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the
checkbox and enter your MAC address in the blanks below.

DNS: If your ISP requires you to manually setup DNS settings, check the checkbox
and enter your primary and secondary DNS.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To
disable RIP, select Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.

Click Apply to save your changes. To reset to defaults, click Reset.

User Manual v5.0
89/203



4.4.2.1.4 PPTP Settings

Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

PPTP Client IP: Enter the PPTP Client | P provided by your ISP.

PPTP Client IP Netmask: Enter the PPTP Client IP Netmask provided by your I SP.
PPTP Client IP Gateway: Enter the PPTP Client IP Gateway provided by your I SP.
PPTP Server |P: Enter the PPTP Server IP provided by your I SP.

Connection: Select whether the connection should Always Connect or Trigger on
Demand. If you want the router to establish a PPTP session when starting up and to
automatically re-establish the PPTP session when disconnected by the ISP, select
Always Connect. If you want to establish a PPTP session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to
access the Internet), select Trigger on Demand.

Idle Time: Auto-disconnect the router when there is no activity on the line for a
predetermined period of time. Select the idle time from the drop down menu. Active if
Trigger on Demand is selected.

IP Assigned by your ISP: If your IP is dynamically assigned by your ISP, select the
Dynamic radio button. If your IP assigns a static |P address, select the Static radio
button. Thiswill take you to another page for inputting the | P address information.
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MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the
checkbox and enter your MAC address in the blanks below.

DNS: If your ISP requires you to manually setup DNS settings, check the checkbox
and enter your primary and secondary DNS.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To
disable RIP, select Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.

Click Apply to save your changes. To reset to defaults, click Reset.

4.4.2.1.5 Big Pond Settings

Username: Enter your user name.

Password: Enter your password.

Retype Password: Retype your password.

Login Server: Enter the IP of the Login server provided by your | SP.

MAC Address: If your ISP requires you to input a WAN Ethernet MAC, check the
checkbox and enter your MAC address in the blanks below.

DNS: If your ISP requires you to manually setup DNS settings, check the checkbox
and enter your primary and secondary DNS.

RIP: To activate RIP, select Send, Receive, or Both from the drop down menu. To
disable RIP, select Disable from the drop down menu.

MTU: Enter the Maximum Transmission Unit (MTU) for your network.

Click Apply to save your changes. To reset to defaults, click Reset.

A simpler aternative is to select Quick Start from the main menu. Please see the
Quick Start section of this chapter for more information.
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4.4.2.2 Bandwidth Settings

Under Bandwidth Settings, you can easily configure both inbound and outbound
bandwidth for each WAN port.

WANL1: Enter your ISP inbound and outbound bandwidth for WAN1.
WANZ2: Enter your ISP inbound and outbound bandwidth for WANZ2.

NOTE: These values entered here are referenced by both QoS and Load Balancing
functions.
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4.4.3 Dual WAN

In this section, you can setup the fail over or load balance function, outbound load
balance or inbound load balance function, or setup specific protocol to bind with
specific WAN port. In this menu are the following sections. General Settings,
Outbound Load Balance, Inbound Load Balance, and Protocol Binding.

4.4.3.1 General Settings

Mode: You can select Load Balance or Fail Over.

Service Detection: Enables or disables the service detection feature. For fail over, the
service detection function is enabled. For load balance, user is able to enable or
disableit.

Connectivity Decision: Establishes the number of times probing the connection has to
fail before the connection is judged asfailed.

Probe Cycle: The number of seconds between each probe.

Probe WANL1: Determines if WANL is a gateway or host. If host is selected, please
enter the IP address.

Probe WAN2: Determines if WANZ2 is a gateway or host. If host is selected, please
enter the IP address.

Feedback to WAN1 when possible: Enables or disables feedback to WANL1. This
function only appliesto fail over.

Click Apply to save your changes.
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4.4.3.2 Outbound Load Balance

Outbound Load Balancing on the RF30 can be based on one of two methods:

1. By session mechanism
2. By IP address hash mechanism

Choose one by clicking the corresponding radio button.

Based on Session Mechanism: The source | P address and destination |1P address might
go through WAN1 or WANZ2 according to policy settings in this mechanism. Y ou can
choose this mechanism if the applications the users use will not tell the difference of
the WAN |P addresses. (some applications in the Internet need to identify the source
IP address, e.g. Back, Forum, ...)

Balance by Session (Round Robin): Balances session traffic based on a round
robin method.

Balance by Session (weight of length capacity): Balances session traffic based
on weight of length capacity.

Balance by Session weight: Balances session traffic based on a weight ratio.
Enter the desired ratio in the blanks provided.

Balance by Traffic (weight of length capacity): Balances traffic based on
weight of link capacity.
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Balance by Traffic weight: Balances traffic based on a traffic weight ratio.
Enter the desired ratio into the blanks provided.

Based on IP hash mechanism: The source IP address and destination |P address will
go through specific WAN port (WAN1 or WANZ2) according to policy settingsin this
mechanism. This will assure that some applications will work when it would like to

authenticate the source IP address.
Balance by weight of link capacity: Uses an | P hash to balance traffic based on

weight of link bandwidth capacity.
Balance by weight: Uses an IP hash to balance traffic based on a ratio. Enter

the desired ratio into the blanks provided.

Click Apply to save your changes.
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4.4.3.3 Inbound Load Balance

Function: Used to enable or disable inbound load balancing.
DNS Server 1: DNS Server 1 settings including Host URL mappings.
DNS Server 2: DNS Server 2 settings including Host URL mappings.

To edit server settings, click Edit. The following example illustrates DNS Server 1
settings. DNS Server 2 settings follow a similar procedure.
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SOA:

Domain Name: The domain name of DNS Server 1. It is the name that you
register on DNS organization. Y ou have to fill-out the Fully Qualified Domain Name
(FQDN) with an ending character (a dot) for this text field.(ex:abc.com.).When you
enter the following domain name, you can only input different chars without an
ending dot, its name is then added with domain name, and it becomes FQDN.

Primary Name Server: The name assigned to the Primary Name Server. (e.g:aaa, its
FQDN is aaa.abc.com.)

Admin. Mail Box: The administrator’ s email account.(e.g:admin@abc.com.)

Serial Number: It isthe version number that keepsin the SOA record.

Refresh Interval: Theinterval refreshes are done. Denoted in seconds.

Retry Interval: Theinterval retries are done. Denoted in seconds.

Expiration Time: The length of time that can elapse before the zone is no longer
authoritative. Denoted in seconds.

Minimum TTL: The minimum time to live. Denoted in seconds.

NS Record

Name Server: The name of the Primary Name Server.

MX Record

Mail Exchanger: The name of the mail server.

IP Address: The mail server |P address.

Click Apply to save your changes.
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To edit the Host Mapping URL ligt, click Edit. Thiswill open the Host Mapping URL
table, which lists the current Host Mapping URLSs.

To add a host mapping URL to thelist, click Create.
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Domain Name: The domain name of the local host.

Host URL: The URL to be mapped.

Private IP Address: The IP address of the local host.

Port Range: The port range of all incoming packets are accepted and processed by a
local host with the specified private |P address.

Namel: The Alias Host URL

Name2: The Alias Host URL

Click Apply to save your changes.

4.4.3.4 Protocol Binding

Protocol Binding lets you direct specific traffic to go out from a specific WAN port.
Click the Create button to create a new policy entry. Policies entered would tell
specific types of Internet traffic from a particular range of 1Ps to go to a particular
range of 1Pswith ONE WAN port, rather than using both of the WAN ports with load
balancing.

(NOTE: If any policies are added in the Protocol Binding section, please note that it
would take precedence over the settings that are aready configured in the Load
Balance Setting section.)
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Interface: Choose which WAN port to use: WAN1, WAN2

Packet Type: The particular protocol of Internet traffic for the specified policy.
Choose from TCP, UDP, or Any.

Source | P Range:

All Source IP: Click it to specify all source IPs.

Specified Source IP: Click to specify a specific source IP address and source IP
netmask.

Source IP Address: If Specified Source IP was chosen, here's where the IP can be
entered.

Source IP Netmask: If Specified Source IP was chosen, here’ s where the subnet mask
can be entered.

Destination |P Range:

All Destination IP: Click it to specific all source IP.

Specified Destination IP: Click to specify a specific destination IP address and
Destination |P Netmask.

Destination IP Address. If Specified Destination |P was chosen, here's where the IP
can be entered.

Destination IP Netmask: If Specified Destination IP was chosen, here's where the
subnet mask can be entered.

Port Range: The range of ports for the specified policy (if you only want to use one
port, enter the same value in both boxes).

Click Apply to save your changes.
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4.4.4 System

The System menu alows you to adjust a variety of basic router settings, upgrade
firmware, set up remote access, and more. In this menu are the following sections:
Time Zone, Remote Access, Firmware Upgrade, Backup/Restore, Restart, Password,
System Log and Email Alert.

4441 Time Zone
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The RF30 does not use an onboard real time clock; instead, it uses the Network Time
Protocol (NTP) to acquire the current time from an NTP server outside your network.
Simply choose your local time zone, enter NTP Server IP Address, and click Apply.
After connecting to the Internet, the RF30 will retrieve the correct local time from the
NTP server you have specified. Y our ISP may provide an NTP server for you to use.

To have the RF30 automatically adjust for Daylight Savings Time, check the
Automatic checkbox.

4.4.4.2 Remote Access

To alow remote users to configure and manage the RF30 through the Internet, select
the Enable radio button. To deactivate remote access, select the Disable radio button.
This function also enables you grant access from any PC or from a specific IP
address. Click Apply to save your settings.

NOTE: When enabling remote access, be sure to change the default administration
password to something more secure.
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4.4.4.3 Firmware Upgrade

Upgrading your RF30's firmware is a quick and easy way to enjoy increased
functionality, better reliability, and ensure trouble-free operation. To upgrade your
firmware, simply visit Cometlabs's website (http://www.Cometlabs.com) and
download the latest firmware image file for the RF30. Next, click Browse and select
the newly downloaded firmware file. Click Upgrade to complete the update.

NOTE: DO NOT power down the router or interrupt the firmware upgrade while it is
still in process. Interrupting the firmware upgrade process could damage the router.
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4.4.4.4 Backup / Restore

This feature allows you to save and backup your router’s current settings, or restore a
previously saved backup. This is useful if you wish to experiment with different
settings, knowing that you have a backup handy. It is advisable to backup your
router’s settings before making any significant changes to your router’s configuration.

To backup your router’s settings, click Backup and select where to save the settings
backup file. You may also change the name of the file when saving if you wish to
keep multiple backups. Click OK to save thefile.

To restore a previously saved backup file, click Browse. You will be prompted to
select a file from your PC to restore. Be sure to only restore settings files that have
been generated by the Backup function, and that were created when using the same
firmware version. Settings files saved to your PC should not be manually edited in
any way. After selecting the settings file you wish to use, clicking Restore will load
those settings into the router.
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Restart Router

The Restart Router feature allows you to easily restart the RF30. To restart with your
last saved configuration, select the Current Settings radio button and click Restart.

If you wish to restart the router using the factory default settings, select Factory
Default Settings and click Restart to reboot the RF30 with factory default settings.

You may also reset your router to factory default settings by holding the Reset button
on the router until the Status LED begins to blink. Once the RF30 completes the boot
sequence, the Status LED will stop blinking.
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4.4.4.6 Password

In order to prevent unauthorized access to your router’s configuration interface, it
requires the administrator to login with a password. You can change your password
by entering your new password in both fields. Click Apply to save your changes.
Click Reset to reset to the default administration password (admin).
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4.4.4.7 System Log Server

This function allows the RF30 to send system logs to an external Syslog Server.
Sydlog is an industry-standard protocol used to capture information about network
activity. To enable this function, select the Enable radio button and enter your Syslog
server |P address in the Log Server |P Address field. Click Apply to save your
changes.

To disable this feature, smply select the Disable radio button and click Apply.
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4.4.4.8 Email Alert

The Email Alert function allows alog of security-related events (such as System Log
and |PSec L og) to be sent to a specified email address.

Email Alert: You may enable or disable this function by selecting the appropriate
radio button.

Recipient’s Email Address: Enter the email address where you wish the alert logs to
be sent.

SMTP Mail Server: Enter your email account’s outgoing mail server. It may be an IP
address or adomain name.

Alert via Email when: Select the frequency of each email update. Choose one of the
five options:

Immediately: The router will send an alert immediately.

Hourly: The router will send an alert once every hour.

Daily: The router will send an alert once a day. The exact time can be specified using
the pull down menu.

Weekly: The router will send an alert once a week.

When log isfull: The router will send an aert only when the log isfull.
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4.45 Firewall

The RF30 includes a full Stateful Packet Inspection (SPI) firewall for controlling
Internet access from your LAN, and preventing attacks from hackers. Y our router also
acts as a"natura” Internet firewall when using Network Address Translation (NAT),
as al PCson your LAN will use private | P addresses that cannot be directly accessed
from the Internet. Please see the WAN configuration section for more details.

You can find three items under the Firewall section: Packet Filter, URL Filter, and
Block WAN Request.
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4.45.1 Packet Filter

The Packet Filter function is used to limit user access to certain sites on the Internet or
LAN. The Filter Table displays al current filter rules. If there is an entry in the Filter
Table, you can click Edit to modify the setting of this entry, or click Delete to remove
thisentry.

To create anew filter rule, click Create.

Direction: Incoming Packet Filter rules prevent unauthorized computers or
applications accessing your local network from the Internet. Outgoing Packet Filter
rules prevent unauthorized computers or applications accessing the Internet. Select if
the new filter rule isincoming or outgoing.

Packet Type: Select the Transport protocol type (Any, TCP, UDP).

Action When Matched: Select to Drop or Forward the packet specified in this filter
entry.

Source IP Address: Enter the source | P address thisfilter rule is to be applied.

Source |P Netmask: Enter the subnet mask of the above IP address.

Destination |IP Address: Enter the destination IP address this filter rule is to be
applied.

Destination |P Netmask: Enter the subnet mask of the above IP address.

Source Port Range: Enter the source port number range. If you only want to specify
one service port, then enter the same port number in both boxes.

Destination Port Range: Enter the destination port number range. If you only want to
specify one service port, then enter the same port number in both boxes.
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4.4.5.2 URL Filter

The URL Filter is a powerful tool that can be used to limit access to certain URLs on
the Internet. You can block web sites based on keywords or even block out an entire
domain. Certain web features can also be blocked to grant added security to your
network.

URL Filtering: Y ou can choose to Enable or Disable this feature.

Keyword Filtering: Click the checkbox to enable this feature. To edit the list of
filtered keywords, click Details.

Domain Filtering: Click the "enable" checkbox to enable filtering by Domain Name.
Click the "Disable all WEB traffic except for trusted domains' check box to alow
web access only for trusted domains.

Restrict URL Features. Click "Block Java Applet” to filter web access with Java
Applet components. Click "Block ActiveX" to filter web access with ActiveX
components. Click "Block Web proxy" to filter web proxy access. Click "Block
Cookie" to filter web access with Cookie components. Click "Block Surfing by 1P
Address’ to filter web access with an | P address as the domain name.

Exception List: You can input a list of IP addresses as the exception list for URL
filtering.
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Enter a keyword to be filtered and click Apply. Your new keyword will be added to
the filtered keyword listing.

Domains Filtering: Click the top checkbox to enable this feature. Y ou can also choose
to disable all web traffic except for trusted sites by clicking the bottom checkbox. To
edit thelist of filtered domains, click Details.

Enter adomain and selected whether this domain is trusted or forbidden with the pull-
down menu. Next, click Apply. Your new domain will be added to either the Trusted
Domain or Forbidden Domain listing, depending on which you selected previously.

Restrict URL Features. Use thisto disable certain web features. Select the options you
want (Block Java Applet, Block ActiveX, Block Web proxy, Block Cookie, Block
Surfing by 1P Address) and click Apply to save your changes.

You may also designate which IP addresses are to be excluded from these filters by
adding them to the Exception List. To do so, click Add.
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Enter a name for the IP Address and then enter the IP address itself. Click Apply to
save your changes. The IP address will be entered into the Exception List, and
excluded from the URL filtering rules in effect.

4.4.5.3 LAN MAC Filter
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4.4.5.4 Block WAN Request

Blocking WAN requests is one way to prevent DDOS attacks by preventing ping
requests from the Internet. Use this menu to enable or disable function.

4.455 Intrusion Detection
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4.4.6 VPN

4.4.6.1 IPSec

IPSec is a set of protocols that enable Virtual Private Networks (VPN). VPN is away
to establish secured communication tunnels to an organization's network via the

Internet.

4.46.1.1 IPSec Wizard
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Auto: The device will automatically apply the tunnel to WAN1 or WAN2 depending
on which WAN interface is active when the IPSec tunnel is being established. Note.
Auto only applies to Fail Over mode. For Load Balance mode, please do not select
"Auto". In Load Balance mode, Auto will be forced to WANL1 interface if Auto is
selected.
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(4)LAN to Mobile Host: RF would like to establish an IPSec VPN tunnel withremote
client software using Dynamic Internet 1P by using aggressive mode.
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4.4.6.1.2 IPSec Policy

IPSec is a set of protocols that enable Virtual Private Networks (VPN). VPN is away
to establish secured communication tunnels to an organization’s network via the
Internet.

Click Createto create anew |PSec VPN connection account.
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Configuring a New VPN Connection
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For examples on how to apply 1PSec to your network, see Appendix F: 1PSec Logs

and Events.
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4.4.6.2 PPTP
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Click Create to create anew PPTP VPN connection account.
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4.4.7 QoS

The RF30 can optimize your bandwidth by assigning priority to both inbound and
outbound data with QoS. This menu allows you to configure QoS for both inbound
and outbound traffic.

The first menu screen gives you an overview of which WAN ports currently have
QoS active, and the bandwidth settings for each.

WAN1 Outbound:

QoS Function: QoS status for WAN1 outbound. Select Enable to activate QoS for
WANZ1's outgoing traffic. Select Disable to deactivate.

Max ISP Bandwidth: The maximum bandwidth afforded by the ISP for WANL1's
outbound traffic.

WANL1 Inbound:

QoS Function: QoS status for WANL1 inbound. Select Enable to activate QoS for
WANZ1'sincoming traffic. Select Disable to deactivate.

Max ISP Bandwidth: The maximum bandwidth afforded by the ISP for WANL1's
inbound traffic.

WAN2 QOutbound:
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QoS Function: QoS Status for WAN2 outbound. Select Enable to activate QoS for
WANZ2's outgoing traffic. Select Disable to deactivate.

Max ISP Bandwidth: The maximum bandwidth afforded by the ISP for WAN2's
outbound traffic.

WANZ2 Inbound:

QoS Function: QoS Status for WAN2 inbound. Select Enable to activate QoS for
WANZ2'sincoming traffic. Select Disable to deactivate.

Max ISP Bandwidth: The maximum bandwidth afforded by the ISP for WAN2's
inbound traffic.

Creating a New QoS Rule

To get started using QoS, you will need to establish QoS rules. These rules tell the
RF30 how to handle both incoming and outgoing traffic. The following example
shows you how to configure WAN1 Outbound QoS. Configuring the other traffic

types follows the same process.

To make a new rule, click Rule Table. This will bring you to the Rule Table which
displaystherules currently in effect.

Next, click Create to open the QoS Rule Configuration window.
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Interface: The current traffic type. This can be WAN1 (outbound, inbound) and
WANZ2 (outbound, inbound).
Application: User defined application name for the current rule.
Packet Type: The type of packet this rule applies to. Choose from Any, TCP, UDP,
or ICMP.
Guaranteed: The guaranteed amount of bandwidth for this rule as a percentage.
Maximum: The maximum amount of bandwidth for this rule as a percentage.
Priority: The priority assigned to this service. Select a value from 0 to 6, O being
highest.
DSCP Marking: Used to classify traffic. Select from Best Effort, Premium, Gold
Service (High Medium, Low), Silver (H,M,L), and Bronze (H,M,L).
Address Type: The type of address this rule applies to. Select IP Address or MAC
Address.
For IP Address...
Source IP Address Range: The range of source |P Addresses this rule applies to.
Destination IP Address Range: The range of destination IP Addresses this rule applies
to.
Source Port Range: The range of source ports this rule applies to.

Destination Port Range. The range of destination ports this rule applies to.

Click Apply to save your changes.
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For MAC Address...

Source MAC Address: The source MAC Address of the device thisrule appliesto.
Source Port Range: The range of source ports this rule applies to.
Destination Port Range: The range of destination ports this rule applies to.

4.4.8 Virtual Server

In TCP/IIP and UDP networks, a port is a 16-bit number used to identify which
application program (usually a server) incoming connections should be delivered to.
Some ports have numbers that are pre-assigned to them by the Internet Assigned
Numbers Authority (IANA), and these are referred to as "well-known ports'. Servers
follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e.
from other machines on the Internet that are outside your local network), or any
application that can accept incoming connections (e.g. peer-to-peer applications) and
are using NAT (Network Address Trandation), then you will usually need to
configure your router to forward these incoming connection attempts using specific
ports to the PC on your network running the application. You will aso need to use
port forwarding if you want to host an online game server. The reason for thisis that
when using NAT, your publicly accessible IP address will be used by and point to
your router, which then needs to deliver all traffic to the private |P addresses used by
your PCs. Please see the WAN Configuration section of this manua for more
information on NAT.

The RF30 can aso be configured as a virtua server so that remote users accessing
services such as Web or FTP services via the public (WAN) IP address can be
automatically redirected to local servers in the LAN network. Depending on the
requested service (TCP/UDP port number), the device redirects the external service
request to the appropriate server within the LAN network.
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4.4.8.1 DMZ

The DMZ Host is alocal computer exposed to the Internet. When setting a particular
internal |P address as the DMZ Host, al incoming packets will be checked by the
Firewall and NAT algorithms then passed to the DMZ host, when a packet received
does not use a port number used by any other Virtual Server entries.

Caution: Such Local computer exposure to the Internet may face a variety of security
risks.

Enable DMZ function:

3 Enable: Activates your router’s DMZ function.

3 Disable: Default setting. Disablesthe DMZ function.

DMZ IP Address: Give a static | P address to the DMZ Host when the Enable radio
button is selected. Be aware this IP will be exposed to the WAN/Internet.

Select the Apply button to apply your changes.
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4.4.8.2 Port Forwarding Table

Because NAT can act as a "natural” Internet firewall, your router protects your
network from being accessed by outside users, as all incoming connection attempts
will point to your router unless you specifically create Virtual Server entries to
forward those portsto a PC on your network.

When your router needs to allow outside users to access internal servers, e.g. a web
server, FTP server, Email server or game server, the router can act as a "virtual
server". You can set up alocal server with a specific port number for the service to
use, e.g. web/HTTP (port 80), FTP (port 21), Telnet (port 23), SMTP (port 25), or
POP3 (port 110). When an incoming access request is received, it will be forwarded
to the corresponding internal server.

Click Create to add a new port forwarding rule. There are two port forwarding modes:
Port Range M apping and Port Redir ection.

User Manual v5.0
131/203



4.4.8.2.1 Port Range Mapping

This function allows any incoming data addressed to a range of service port numbers
(from the Internet/WAN Port) to be re-directed to a particular LAN private/internal 1P
address. This option gives you the ability to handle applications that use more than
one port such as games and audio/video conferencing.

Forwarding Mode: Click the Port Range Mapping radio button to change to Port
Range Mapping mode.
Internal 1P Address. Enter the LAN server/host IP address that the service request
from the Internet will be sent to.

NOTE: You need to give your LAN server/host a static IP address for the
Virtual Server to work properly.
Externa Port Range: Enter the port number of the service that will be sent to the
Internal | P address.

Click Apply to save your changes.
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4.4.8.2.2 Port Redirection

This function alows any incoming data addressed to a specific service port number
(from the Internet/WAN Port) to be redirected to an internal |P address.

Forwarding Mode: Click the Port Redirection radio button to change to Port
Redirection mode.
Internal 1P Address. Enter the LAN server/host IP address that the service request
from the Internet will be sent to.

NOTE: You need to give your LAN server/host a static IP address for the
Virtual Server to work properly.
Externa Port: Enter the port number of the service that will be sent to the Internal IP
address.
Internal Port: Enter a new port number for the service that will be sent to the Internal
| P address.

Click Apply to save your changes.
Using port forwarding does have security implications, as outside users will be able to

connect to PCs on your network. For this reason, using specific Virtual Server entries
just for the ports your application requires, instead of using DMZ is recommended.
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4.4.9 Advanced

Configuration options within the Advanced section are for users who wish to take
advantage of the more advanced features of the RF30. Users who do not understand
the features should not attempt to reconfigure their router, unless advised to do so by
support staff.

There are three items within the Advanced section: Static Route, Dynamic DNS and
Device Management.

4.49.1 Static Route
The static route settings enable the router to route IP packets to another network

(subnet). The routing table stores the routing information so the router knows where
to redirect the I P packets.

Click on Static Route and then click Create to add a routing table.
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Destination: Thisis the destination subnet | P address.

Netmask: This is the subnet mask of the destination IP addresses based on above
destination subnet | P.

Gateway: Thisisthe gateway | P address to which packets are to be forwarded.
Interface: Select the interface through which packets are to be forwarded.

Cost: Thisisthe same meaning as Hop.

Click Apply to save your changes.

4.4.9.2 Dynamic DNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static
hostname, allowing users whose | SP does not assign them a static |P address to use a
domain name. This is especialy useful when hosting servers via your WAN
connection, so that anyone wishing to connect to you may use your domain name,
rather than having to use a dynamic IP address that changes periodicaly. This
dynamic IP address is the WAN1L/WAN2 IP address of the router, which is assigned
to you by your ISP. Click Edit in the Dynamic DNS Settings Table to set related
parameters for a specific interface.
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Y ou will first need to register and establish an account with the Dynamic DNS
provider using their website,

Examplee DYNDNS

http://www.dyndns.org/

(RF30 supports several Dynamic DNS providers, such as www.dyndns.org ,
www.orgdns.org , www.dhs.org, www.dyns.cx, www.3domain.hk,
www.dyndns.org , www.3322.0rg )

Dynamic DNS:

Disable: Check to disable the Dynamic DNS function.

Enable: Check to enable the Dynamic DNS function. The following fields will be
activated and required:

Dynamic DNS Server: Select the DDNS service you have established an account
with.

Wildcard: Select this check box to enable the DYNDNS Wildcard.

Domain Name: Enter your registered domain name for this service.

Username: Enter your registered user name for this service.

Password: Enter your registered password for this service.

Click Apply to save your changes.
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4.4.9.3 Device Management

The Device Management Advanced Configuration settings allow you to control your
router’s security options and device monitoring features.

Device Name

Name: Enter aname for this device.

Web Server Settings

HTTP Port: Thisis the port number the router’ s embedded web server (for web-based
configuration) will use. The default value is the standard HTTP port, 80. Users may
specify an alternative if, for example, they are running a web server on a PC within
their LAN.

Management |P Address. You may specify an |P address allowed to logon and access
the router's web server. Setting the IP address to 0.0.0.0 will disable IP address
restrictions, allowing usersto login from any | P address.

Expire to auto-logout: Specify a time frame for the system to auto-logout the user’s
configuration session.

Example: User A changes HTTP port number to 100, specifies their own IP
address of 192.168.1.100 and sets the logout time to be 100 seconds. The router will
only allow User A access from the IP address 192.168.1.100 to logon to the Web GUI
by typing: http://192.168.1.254:100 in their web browser. After 100 seconds, the
device will automatically logout User A.
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4.5 Save Configuration To Flash

After changing the router’s configuration settings, you must save all of the
configuration parameters to flash memory to avoid them being lost after turning off or
resetting your router. Click Apply to write your new configuration to flash memory.

4.6 Logout

To exit the router’s web interface, click Logout. Please ensure that you have saved
your configuration settings before you logout.

Be aware that the router is restricted to only one PC accessing the web configuration
interface at a time. Once a PC has logged into the web interface, other PCs cannot
gain access until the current PC has logged out. If the previous PC forgets to logout,
the second PC can access the page after a user-defined period (5 minutes by default).
Y ou can modify this value using the Advanced > Device M anagement section of the
Web Configuration Interface. Please see the Advanced section of this manual for
more information.
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Chapter 5: Troubleshooting

5.1 Basic Functionality

This section deals with issues regarding your RF30’ s basic functions.

5.1.1 Router Won’t Turn On

If the Power and other LEDs fail to light when your RF30 is turned on:

- Make sure that the power cord is properly connected to your firewall and that the
power supply adapter is properly connected to a functioning power outlet.

- Check that you are using the 12VDC power adapter supplied by Cometlabs for this

product.

If the error persists, you may have a hardware problem, and should contact technical
support.

5.1.2 LEDs Never Turn Off

When your RF30 is turned on, the LEDs turn on for about 10 seconds and then turn
off. If all the LEDs stay on, there may be a hardware problem.

If all LEDs are till on one minute after powering up:

- Cycle the power to seeif the router recovers.
- Clear the configuration to factory defaults.

If the error persists, you may have a hardware problem, and should contact technical
support.
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5.1.3 LAN or Internet Port Not On

If either the LAN LEDs or Internet LED do not light when the Ethernet connection is
made, check the following:

- Make sure each Ethernet cable connection is secure at the firewall and at the hub or
workstation.

- Make sure that power is turned on to the connected hub or workstation.

- Be sure you are using the correct cable. When connecting the firewall’ s Internet port
to a cable or DSL modem, use the cable that was supplied with the cable or DSL
modem. This cable could be a standard straight-through Ethernet cable or an Ethernet
crossover cable.

5.1.4 Forgot My Password
Try entering the default User Name and Password:

User Name: admin
Password: admin

Please note that both the User Name and Password are case-sensitive.
If this fails, you can restore your RF30 to its factory default settings by holding the

Reset button on the back of your router until the Status LED begins to blink. Then
enter the default User Name and Password to access your router.

User Manual v5.0
140/ 203



5.2 LAN Interface

Refer to this section for issues relating to the RF30's LAN Interface.

5.2.1 Can’'t Access RF30 from the LAN
If there is no response from the RF30 from the LAN:

- Check your Ethernet cable types and each connection.
- Make sure the computer’ s Ethernet adapter isinstalled and functioning properly.

If the error persists, you may have a hardware problem, and should contact technical
support.

5.2.2 Can’'t Ping Any PC on the LAN
If PCs connected to the LAN cannot be pinged:

- Check the 10/100 LAN LEDs on the RF30's front panel. One of these LEDs should
be on. If they are both off, check the cables between the RF30 and the hub or PC.

- Check the corresponding LAN LEDs on your PC’s Ethernet device are on.

- Make sure that driver software for your PC’'s Ethernet adapter and TCP/IP software
is correctly installed and configured on your PC.

- Verify the I P address and the subnet mask of the RF30 and the computers are on the
same subnet.

5.2.3 Can’t Access Web Configuration Interface

If you are having trouble accessing the RF30’s Web Configuration Interface from a
PC connected to the network:

- Check the connection between the PC and the router.

- Make sure your PC’s | P address is on the same subnet as the router.

- If your RF30’s IP address has changed and you don’t know the current 1P address,
reset the router to factory defaults by holding the Reset button on the back of your
router for 6 seconds. Thiswill reset the router’s |P address to 192.168.1.254.
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- Check to see if your browser had Java, JavaScript, or ActiveX enabled. If you are
using Internet Explorer, click Refresh to ensure that the Java applet is loaded.
- Try closing the browser and re-launching it.
- Make sure you are using the correct User Name and Password. User Names and
Passwords are case-sensitive, so make sure that CAPS LOCK is not on when
entering this information.
- Try clearing your browser’s cache.

1. With Internet Explorer, click Tools > I nternet Options.

2. Under the General tab, click Delete Files.

3. Make sure that the Delete All Offline Content checkbox is checked, and click OK.

4. Click OK under Internet Optionsto close the dialogue.
- In Windows, type arp —d at the command prompt to clear you computer’s ARP
table.
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5.2.3.1 Pop-up Windows

To use the Web Configuration Interface, you need to disable pop-up blocking. You
can either disable pop-up blocking, which is enabled by default in Windows XP
Service Pack 2, or create an exception for your RF30's IP address.

Disabling All Pop-ups

In Internet Explorer, select Tools > Pop-up Blocker and select Turn Off Pop-up
Blocker.

You can also check if pop-up blocking is disabled in the Pop-up Blocker section in
the Privacy tab of the Internet Options dialogue.

1. In Internet Explorer, select Tools > Internet Options,
2. Under the Privacy tab, clear the Block pop-ups checkbox and click Apply to save
your changes.

Enabling Pop-up Blockers with Exceptions

1. In Internet Explorer, select Tools > I nternet Options,

2. Under the Privacy tab, click Settings to open the Pop-up Blocker Settings
dialogue.

3. Enter the I P address of your router.

4. Click Add to add the IP address to the list of Allowed sites.

5. Click Close to return to the Privacy tab of the Internet Options dialogue.

6. Click Apply to save your changes.
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5.2.3.2 Javascripts

If the Web Configuration Interface is not displaying properly in your browser